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+ Listhox Objects

Starting with firmware release 5.2, the listbox objects within Barracuda NG Admin have been reworked
for better usabilty.

Instead of having two or three buttons below each listbox object with each button offering a potential
subfunction, the following functions are now available directly from the top right of the object and
depicted by small icons: Edit, Add, Delete,Rename, Clone, and Copy to Clipboard.

Starting with firware release 5.2, a small grey edge symbol on the lower right of the listbox object
indicates that an object is vertically resizable through dragging.

NOTE:
If a function is not available, then the respective icon is visually disabled (greyed out).

Additional Networks

Networks

Name: Local IP Associated Netmask
i 192.168.77.77 24-Bit
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« Control Server Page
Starting with firmware release 5.2, the Control > Server page within Barracuda NG Admin has been
reformatted to include a new Security Subscription section.

This new section is reserved for the management of content security related subscriptions.

With the 5.2 firmware release, this section provides access to the following IPS-related data or
functionalities:

« License Expiration date info

+ Last Update info

« Database version info

+ Get update action

« Version histoy information

 Database browser

Future releases of the Barracuda NG Firewall firmware are scheduled to provide similar functionality in
this section for other options like Web Filter, Malware Protection, etc.

Security Subscription

@ |PS - Intrusion Prevention System

IPS Status: IPS active : module version 1.2
Last Update: Donnerstag, 10. Marz 2011 16:29:13
Database Version: 4.058

Version History Database Browser

Enable IPS ("] Report only Download Options for IPS Signatures

Default Policy Name Default

Clone Defaut Poicy Desciiption  Default Policy

Scan @ OoN © OFF
Cical High Medium Low Informational
from Client @0iop Balet | @Diop AWan | [Glog EAlet | [Blog AWan | [Blog A Wam

fiomSever | @Drop EAlet | @Diop AWan | [Blog At | [Blog AWan | [Blog A Wam

[ Sean only for explicit signatures ~ Edit explicit actions (0)

Custom Policies & % () NoScan Copy to Defait Policy
D Scan Neme Name No Scan Policy
Description This s a system policy. Used to not scan for IPS Signatures. This Policy is read only. -
Sean oN ® OFF
Ciiical High Medium Low Informational
fiom Clent | =»None = None = None =>None = None
from Server = None = None = None = None = None

Scan only for explicit signatures  Show explicit actions (0)

A, AddIPS EElePS

AD Oy Scan Resut 1PS Severty IPSCategory  Ref/CVE o Rue Afected Operating System Count  Last Pot Sevice  Souce  Destinat.. User
S1PS (7)

LOUT  TROJAN probe back-orf... Medum Backdoor/Trojen 1PS.. BOXDNSFWDOUT _ WINDOWS 95/98, WINDOWS NT. WINDOWS 2000/XP 1 Wd2zh.. 53 doman 10062 100690

UN Unknown OP-SRV-PX 10 3d0n5. 3128 TUNSSL 10173. 10062.

LOUT  EXPLOIT Kaspersky Anti... Hich Buffer Overflow IPS.. PASSALL WINDOWS 95/38, WINDOWS NT. WINDOWS 2000/X... 3 J0n5. 80 hitp 10062.. 216.115..

LN POLICY HTTP Proxy Ser...  Infomational Access Control IPS... OP-SRV-PX WINDOWS 95/38, WINDOWS NT. WINDOWS 2000/X.. 15 3d0h5.. 3128  squd  10173.. 10062

LOUT  EXPLOIT Adobe Acrobat... Hh Buffer Overfiow IPS... PASSALL WINDOWS 95/38, WINDOWS NT, WINDOWS 2000/XP 6 30n5.. 80 hitp 10062.. 216115,

LOUT  EXPLOIT Kaspersky Anti... High Buffer Overflow IPS.. PASSALL WINDOWS 95/38, WINDOWS NT, WINDOWS 2000/X... 3 3d0n5. 80 hitp 10062.. 94.127...

UN DOS Squid Proxy Cache ... High Dos/DDoS IPS.. OP-SRVPX WINDOWS 95/38, WINDOWS NT, WINDOWS 2000/X... 1 J05. N8 squd  10173. 10062
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« Control Network Page

Starting with firmware release 5.2, the Control > Network page within Barracuda NG Admin has been
reformatted to provide more screen real estate for the ouput of the individual actions that can be
triggered through this section.

About two thirds of the page are reserved for the reports output, while one third on the right handles
grouping and triggering of corresponding actions.

Action types are grouped according to their functionality (e.g. Network related, DHCP related) and
the individual groups may be expanded by clicking a small triangle depicted to the left of a group’s
header.

4 22 B Senver Network (F’I-‘rooesses System Licenses [ - n
-
‘

Time Zone: Copy Reportto Clipboard

13:21:27 = 2802201 [E~ SUCCESS: No obvious critical consistency errors in box configuration -
. Hotice: [0141097] 0 boxnet{l.ARGS): network configuration uses inte[

) ) Info: [0140000] 0 boxnetik,ARGS): logical check passed
GetTime SetTime

Show Settings Restart NTP [ local netvorks ]
Syncronize Time | name |addr | dew |ping |mgmt |[ntpd

m

netl | loop 1127 .

Hetwork netl | fw |127.
net2 | vpn |127.

) ) ) net3 | vpnpers [127. 1-8 | tap2

Verify active network configuration netd | mipD |192 8.200.200-8 |portl I I |

Restart active network configuration net§ [101711  [10.17 .11 50-8 |port4 |v |v |n
Verify new network configuration [ mansgement IFs ]
Activate new network configuration

018 | 1o | v |w | ¥
1.1-8 | tapD |v |n |n
2.1-8 | tapl | [n [n
3.

I

Hoooo
o

| addr

ic Network: » BIE:L |127.0.0.1-0
B0 112000000 o

ip2 |10.17.11.50-0
1. 51

szecondary box: — none ——
lst server ip: 127.0.0.9 ingable=ves

2nd server ip: 192 .188.201.201 pingable=yes

[ routing structure ]

SCEP Control v - || -

Connected | S5L Secured (AES128-SHA) Certificate: <NOT LOADED> Timezone: 2011-03-10-05:41:23 8 America/Los_Angeles
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Migration and Transition Helpers

« Enhanced Server Model Migration on Control Center

With firmware release 5.2, it is now possible to easily migrate from legacy phion appliances to
Barracuda NG Firewall appliances (e.g. from phion netfence E to model Barracuda NG Firewall F600)
as well as from one Barracuda NG Firewall model to another Barracuda NG Firewall model (e.g. from
model F400 to model F600) within a Barracuda NG Control Center cluster by reducing the strict server
model matching criteria to a minimum.

Product transition is now possible within the family of flash-based appliances or the family of non-
flash-based appliances by using the Migrate Product Type function within the Advanced settings of
the Server Properties screen followed by choosing the desired model from the drop down list.

General Server Mame bodsvr a
ity Descriphion =
GTI Networks
Monitoring Product Type NG Firewall F200 - @
Scripts
i I Miqrate Product Type I
Configuration Mode @ Encryption Lewel Full-Featured-Encryption > &
Switch to Basic View Primary Box F200 & Enter Name g
Secondary Box -MOME- Enter Type

MG Firewail F200 -

MG Firgwal F201

MG Firewal F202

MG Frewal F203

M@ Firawal F200

MG Firewal F301

MG Firewal F302

MG Firewal F202

MG Firgwal F400

MG Firewal FEOD

MG Firewal FEOD

M@ Firawal FS00

MG Firewal VF25

MG Firgwal VFED

MG Firewal VF100

MG Firawal VF250

MG Firzwal VESH

MG Firewal VF1000
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+ Enhanced Migration Procedure for Standard Hardware

With firmware release 5.2, it is now possible to create a “MAC-to-eth” port mapping file prior to
migrating to a new release version. This helps avoiding possible problems with incorrect port labeling.
After the upgrade by way of a comparison with the detected mapping file, a correctional mapping

is worked out and the eth interfaces are appropriately re-labeled if necessary. If no re-labeling is
required, a log line is produced.

(& MAC Mapping : autemap = rErE)

MAC to Ethernet Interface Mapping MAC to Interface Assignment

Use Assignment. no = @

@ Youmay have to include the mapping upon initial installation on commodity serverx86 hardware. g
MACto Inteface Assignmert A @

The Create MAC Mapping feature within Network > Interfaces can only be used on standard
hardware systems using versions 4.2.x (hotfix available through login.barracuda.com) or 5.x. At first, a
crosscheck is carried out which checks if an appliance model (e.g. Barracuda NG Firewall F600) is set.
If such an appliance model is set, the routine will exit. The next step checks if a mapping file already
exists. If so, it will not be overwritten. On standard hardware without an already existing mapping

file, a new mapping file will be produced and its content will be returned through the command line
interface (stdout).

NOTE:

In addition to the output there is also explanatory text which is not supposed to be used within the
configuration!

Only the key-and-value pairs are now to be transferred to Network Configuration > Interfaces > MAC
Mapping. The Use Mapping variable must be set to yes.

The next time the network activation routine is run it will make use of this information or any locally
found mapping file.

NOTE:
The imported mapping is stronger. Also, an empty mapping will not be used!

For all standard hardware, either a local mapping or a configured mapping - the latter taking
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precedence - is used. By way of a comparison with the detected MAC-to-eth mapping, a correctional
mapping is worked out. If no relabeling is required, then a log line is generated.

The procedure is compatible with appliance and user defined port mappings.

NOTE:
If there are additional ports and any of these have been detected prior to the ones within the MAC mapping,
then duplicate labels will be produced. If they are detected afterwards there are no issues.

It is important to know that in case an extension board is added later on of which the driver is loaded
after all the other drivers, this will not create an issue. However, if it goes first, it will. This is not different
from the situation without a mapping.

NOTE:
This feature is not supported for Barracuda NG Firewall Fxxx and VFxxx appliances.

« Licensing Changes: Legacy “management centre”

Legacy “management centre” central management installations (using a legacy management centre
license key) that have been upgraded to 5.2 now correctly issue unlimited basic VPN licenses if a
Barracuda NG Firewall Fx00/VFxxx appliance is centrally managed.

+ Licensing Changes: Legacy VPN Secure” Licenses

Legacy VPN Secure” (including entegra / NAC) pool licenses are now accepted by Barracuda NG
Firewall Fx00 and VFx00 appliances if the Fx00 and VFx00 appliances are licensed with a valid SSL VPN
& NAC subscription, even if the MAC address does not match.

This allows customers wishing to migrate to the new Barracuda NG Firewall to deploy new appliances
without the need to re-issue already issued VPN client,,...lic* files throughout their organization.

« Error Handling Policy for the Use of Fallback Modules

In case a fallback driver is configured that matches the interface definition with regard to type and
number of spawned interfaces, then there will be no more error accounting. However, the event will
still be logged. It will now also be kept track of previous driver loads within the same process ID, so
that a not yet loaded driver which could not be unloaded will be reloaded in a way that the interface
count remains correct.
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WAN Compression

WAN Compression is a new feature available with firmware release 5.2. Using WAN Compression, you
can apply generic large dictionary compression to the byte stream inside the VPN tunnel between two
Barracuda NG Firewall appliances. For typical network traffic, compression rates may reach up to 95%,
effectively reducing the bandwidth needed at remote locations.

+ Availability
» The following appliances are supported: F200, F201, F300, F301, F400, F600, F800, F900.

« WAN Compression is furthermore supported on legacy appliances if these are supported with
firmware release 5.2 and equipped with a physical hard disk.

« WAN Compression is supported on standard hardware if the hardware includes a physical hard disk
and at least 2 GB of RAM.

NOTE:

For appliance models F200, F201, F300 and F301, and for legacy appliances netfence 240, sintegra S,
netfence S, and S16 , WAN Compression is not supported when running the proxy at the same time due to
resource limitations.

o Defaults

+ The feature is disabled by default. To enable WAN compression, select Enable WAN Compression
within Config > VPN-Service > WAN Compression.

« Known Issues

Advice about known issues regarding this feature is available at
http://www.barracuda.com/kb .
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Other New Features

« Configurable Virus Scanner Bypass for Large Files

With firmware release 5.2, it is now possible to enable the Virus Scanner bypassing files being larger
than a configurable size. This helps avoiding the automatical dropping of scanned traffic on flash-
based appliances with not enough memory available. Setting the Big File Policy to Drop submits
every file to the Virus Scanner. Then, if the file is too large, it will be dropped automatically.

Virus Scanner

Enable Virus S carner | | G
Scanner Location Lacal E
Scanner IP (3
Big File Policy & Eypass > @
Al Scarner IP E
Al Scanner 'wWatermark, [MEB] '&' 400 E
Enable Upload Scans Tes * (3

Enable Trickle Feature

« Maximum File Size Limitation for HTTP Proxy

With firmware release 5.2, it is now possible to limit the overall filesize accepted by the proxy.
If a download file is bigger than the given filesize, then it will be dropped.

Misc. Settings

Disable Extended Passive FTF Yes - &
Cache Settings [ Edit... l [ Clear l Section iz set @
Lirnit Settings Set... Clear MOTSET: No section present [F

& Limit Settings : fimits = &=

Overall Maxdmum File Size (ME) 0 (@ Overall Maximum File Size @
(MB)
Set to unequal zero to limit the
downloadable file size.
0 disables the setting. This setting may be

T LLLJ L
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Support for Management Tunnels Between Standalone Barracuda NG Firewall Appliances

With firmware release 5.2, it is now possible to use separate VPN tunnels on appliance box layer
between standalone Barracuda NG Firewall appliances as management tunnels. This provides a
basic way to manage small-scale firewall deployments across the WAN without the essential need
for having a central Barracuda NG Firewall Control Center. By using the network layer VPN tunnels for
management, remote appliances remain accessible via Barracuda NG Admin even if configuration
changes to the production VPN server require taking the server offline.

Using this feature facilitates the use of dynamically assigned IP addresses for branch office
deployments. The remote system remains accessible by its virtual management IP address through a
central Barracuda NG Firewall where the management VPN connection terminates.

Exchange 2010 OWA Support added to SSL-VPN:

With firmware release 5.2, support for Microsoft Exchange OWA 2010 was introduced to the SSL VPN
functionality of the Barracuda NG Firewall.

Tunnel Support for Control Center VPN

With firmware release 5.2, the number of supported concurrent management tunnels has been
increased from 2048 to 8192.

SMS Status Command

With firmware release 5.2, it is now possible to send a status request mobile text message (SMS) to
an appliance equipped with UMTS/3G connection. The appliance will then return a mobile text (SMS)
message containing a short status overview including the following Information: S/N, temperatures,
free RAM percentage, load average, dynamic link states, and model.

Barracuda NG Installer ,autorun.inf”

The Barracuda NG Installer application continues and successfully finishes creating the USB installation
drive, even if the autorun.inf file cannot be created due to overly strict client-side anti-virus protection.

Two-Factor Authentication with SMS One-Time-Password via RADIUS
With firmware release 5.2, support for two-factor authentication against RADIUS has been introduced.

After the user has authenticated against RADIUS using username and password, the RADIUS server
sends a mobile text (SMS) message including a one-time password (OTP) to the respective user.

After authenticating again with username and OTP, the user is authenticated.
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Barracuda NG SSL VPN Client Listen IP:

With firmware relese 5.2, it is now possible to enter a FQDN as the listening IP address for the SSL VPN
Transparent Client. This allows for setting up a Barracuda NG Firewall appliance with a dynamically
assigned IP address and dynamic DNS services while still being able to use the SSL VPN Transparent
Client.

NOTE:

To make sure the desired domain name is permissible with respect to the character input limitations of the
Barracuda NG Admin application, Barracuda Networks recommends to test the name in the Barracuda NG
Admin application prior to acquiring the domain name.

DNS Doctoring

Firmware release 5.2 includes a new feature to facilitate a function commonly known as DNS
doctoring.

This is done by a firewall plugin of DNS type. The plugin can be given a paramater of the
corresponding NAT table. It will then replace the response IP address with the entry found in the
table.

Recipient Lookup Error Handling

With firmware release 5.2, it is now configurable whether a recipient lookup error should be treated as
“recipient is ok” and the mail should pass, or as “recipient is not ok” and the mail should be blocked.

With some customers, Lotus Domino server returns an LDAP error instead of an empty result set, if
a mail address has not been found in the directory. Since the Mail Gateway currently lets pass such
emails, the LDAP recipient lookup in the Mail Gateway was not usable with Lotus Domino.

The new release added the new Treat Recpient Lookup Errors As configuration setting to the
Mail Gateway configuration within the Advanced Setup > Operational Settings screen. The new
configuration parameter is visible in Advanced mode only!

Option to Disable AVX Extensions

Firmware release 5.2 now has an option to disable Intel AVX extension use within General Firewall
Configuration > Operational.

NOTE:

As of Firmware release 5.2, there are no Barracuda NG Firewall appliances equipped with Intel CPUs
supporting this feature. This feature is a provision for a future hardware update and standard hardware. If the
Barracuda NG Firewall firmware detects Intel AVX extension compatible CPUs, AVX is automatically activated.
Use of AVX extensions results in approximately 10% performance boost.

If a CPU without support for AVX Extensions is detected, these are automatically disabled, regardless of the
configured setting.
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« Additional Information on HTTP Error Codes

From within the Proxy tab, each entry now invokes a small popup at the mouse pointer position
containing further informational text describing the respective HTTP error message.

+ Added Virtual Appliance Product Licenses

Starting with Barracuda NG Firewall firmware release 5.2, support for the Barracuda NG Firewall Virtual
Appliances VF2000, VF4000 and VF8000 has been added.

+ Adjusted CPU Cores Restrictions for Virtual Appliance VFxx Licensing Bundles

Starting with firmware release 5.2, the numbers of supported CPU cores in the virtual appliance
products for newly issued licenses are as follows:

Virtual Appliance Type Number of CPU Cores

VF25, VF50, VF100, VF500, VF1000
VF2000
VF4000
VF8000

2
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New Features of Barracuda NG Network Access Client SP3

Direct Access: Advanced Reconnection Mode “Always Connect”

With SP3, the VPN client can now be configured so that it automatically reconnects to different gateways, if
available. Up to now, automatic reconnecting was only operable with always the same gateway.

Upon an unwanted disconnection, reconnecting to the same gateway will now be tried for three times. If
this fails, a so-called “path finder” connection will be initiated, trying a variety of pre-defined gateways and
finding the fastest one. This gives mobile users seamless access to corporate networks wherever they have
Internet access. The reconnection process can be configured to happen in the background without any
user interaction.

The advanced reconnection mode can be activated by setting Preferences... > Advanced > General
VPN Settings > Direct Access to Yes.

The current connection status is shown within the client’s tray icon.

@ NG VPN Client

Connected

Internet and Corporate
access

Server: 172.22.0.162

7

Disconnect

e
2h= O e ||
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Other New Features

A variety of new sub-features has been made available with SP3. These are listed below.

- Preferences... > Advanced > Direct Access VPN Profile:
VPN Profiles can be defined to be used for the automated VPN connecting.

I Direct Access VPN Profile «default> I

- Preferences... > Advanced > Barracuda VPN Adapter Settings > Virtual Adapter max start time
period:
Set a timeout period for automated VPN connecting.

I Virtual Adapter max start time period{def 60sec) 60 I
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[Profile] > Advanced Settings > Tunnel Settings > NAC Intercept VPN Connection:
It is now possible to configure whether the Health Agent should intercept the VPN connection phase
or wait until a VPN connection is established.

[Profile] > Advanced Settings > Tunnel Settings > Access Control Timeout:
A timeout value can now be set for the VPN Service to wait for the health agent.

- [Profile] > Advanced Settings > Tunnel Settings > WLAN Roaming:

With this, it is possible to define whether a different IP addresses from the same profile should be
tried if a connection breaks. The configured IP addresses will be tried one after another. .

[Profile] > Advanced Settings > Tunnel Settings > Fast Reconnect:

The user can choose whether to be prompted for user name and password on every connection
attempt or not, enabling seamless automatic reconnecting. This feature is also important in
conjunction with one-time passwords.

[Profile] > Advanced Settings > Tunnel Settings > Reconnect immidiately:
Serves to choose whether reconnecting should be tried immidiately without checking servers for
their ability first.

MNAC intercept VPN Connection
Access Cortrol Timeout (sec)
WLAN Foaming

Fast Reconnect

Reconnect immidiately
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[Profile] > Advanced Settings > Tunnel Settings > Soft Heartbeat:

If a connection is slow or otherwise of a bad quality, a “soft hearbeat policy” can now be activated. In
this mode, normal VPN traffic will be considered as “heartbeat” signal to keep the connection stable
even if “heartbeats” have been dropped somewhere between client and server.

[Profile] > Advanced Settings > Tunnel Settings > Enable VPN Tunnel Probing:
Another new feature is the ability to probe a VPN tunnel prior to establishing a VPN connection. If this
is enabled, the reachability of configured IP addresses will be tested prior to establishing a tunnel.

[Profile] > Advanced Settings > Tunnel Settings > Check Roundtrip Time (RTT):

Enabling this will activate the automatic selection of the fastest VPN server by measuring the
roundtrip times of all available servers before connecting, if more than one server IP address was
configured in the profile.

[Profile] > Advanced Settings > Tunnel Settings > Connect retry time:
A timeout period can be set here which will be used for reconnection attempts to the given profile.
The lower this value is, the faster the connection to the fallback profile will be established, if defined.

[Profile] > Advanced Settings > Tunnel Settings > Fallback Profile:

Fallback profiles can be defined here. These will be tried next if no connection to the respective
profile can be established. The defined fallback profile will also be used if reconnecting to the main
profile has failed.

Soft Heartbeat
Enable YFN Tunnel Probing
Check Round Trip Time (RTT)

Connect retry time (sec)
Fallback Profile
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- [Profile] > Advanced Settings > Always Connect > Disable Active Directory Scan:
Direct Access can be disabled using this setting if an Active Directory is found within the currently
active connection. This helps in office environments to ensure that the local office WiFi is used by
preventing the search for different gateways upon temporary disconnecting.

Disable Active Directory Scan

« Monitor > Advanced Settings > Health Agent Connectivity > Offline Check:
Finally, another setting allows to disable the Health Agent if no network connection is active. This
prevents the local firewall from unwantedly entering quarantine mode.
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» Configure VPN GUI Header Logo
It is now possible to configure a customized logo graphic for the VPN client. This can’t be done
from within the GUI, but by editing the vpn.ini file. See the Barracuda NG Access Client SP3
Administrator’s Guide for details.
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