i INTERNETWORKING VIEWS

By Robin Layland. Contributing Editor

controversy rages in the

pages of this magazine over
A whether the Internet can

be trusted with mainstream
business traffic. The
1 brouhaha started this
spring, when fellow contributing editor
Kevin Tolly stated in no uncertain terms
that the Internet as it now exists is com-
pletely unsuitable for anything other than
trivial traffic (see “Business Over the
Internet? Not Now, Not Ever,” Tolly on
Testing, May 1994). After enumerating
his problems with the Net, Kevin drew
heavy fire from cyberspace aficionados
who see the Internet as the ultimate
worldwide information resource.

Maybe there’s 2 little more politician
in me than I care to admit. but I think both
sices have some valid points. Given how
quickly Internet use is expanding around
the globe, companies can't afford to sit by
while the rest of the world makes the Net
a global communications forum. But they
also can't ignore the fact that several very
real logistical and security problems need
to be solved before the Internet can serve
as a central electronic forum for main-
stream business communications. And [
wholeheartedly agree with Kevin that
putting sensitive information on the Net
isn't a good idea right now.

PEACE IN OUR TIME

In the interest of preserving elec-
tronic peace in our time, I've come up with
a handy-dandy solution around the most
critical obstacles now blocking business
use of the Internet. [ only ask that you
hold all applause until the end of the cok-
umn (spontaneous oohs and aahs of admi-
retion are welcome, hovever).
_ As[seeit, jour major problems stand
1n the way of safe and sane business use of
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A Gateway to Internet
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the Internet Those problems, in no par-
ticular order of importance, are as follows:

No security firewalls. Right now, an
Internet connection is an open point of
entry for hackers, who can and do find
creative ways to infiltrate corporate net-
works via Internet access. Another prob-
lem is that most Internet traffic is sent
unencrypted. which means it becomes
subject to outside snooping and surveil-
lance. The problem here isn't with bored
teenagers or silicon-silly dweebs—what
concerns me is the incredible opportunity
for corporate espionage. Without ade-
quate protection

inefficiency: Not only does downloading
eat up valuable communications
resources, but junk files also consume
disk space and, more importantly, employ-
ees’-work time—someone has to sort
through all that mail.

A chronic address shortage. TCP/IP
addresses in corporate networks connect-
ed to the Internet must conform to the
Internet address structure. The problem
here is that the Internet is starting to run
out of available addresses, which could
potentially limit the number of devices
organizations are allowed to place ona sin-

gle network. The

from intruders, folks doling out
business communi- Internet addresses
cations of any value aretrying to getnew
are best kept to users to seftle for
direct point-to- Class C addresses.
point links. which allow no more
No preventive than 256 attached
medicine. Internete- devices.
mail or downloaded As diverse as
files have been these problems are,
known to contain there actually is a
computer viruses. potential single solu-
These bugs can be The problem with the tion for all of them:
weeded outifevery Int 'slack of a shrink-wrapped
machine on the net- n_ erpet sia . Internet gateway.
work hasviruspro-  Security istheincredible  This magic-bullet
tection software, but 3 product, which could
who has the time (or opportumty for be self-contained in
the resources) to Comome espionage. a low-end server,
manage the distri- would work with the

bution and continual updating of anti-virus
software across an entire network?

If you don't think Internet viruses are
a problem. ask any of the corporate users
who recently came down with the “kaosd™
bug after downloading Internet-stored
files conteining pornographic images. Of
course no oae in your corporation would
do that, right?

Too muck junk mail. Corporations
connected to the Intemnet can be flooded
wuh useless and unwanted e-mail. Trash
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router that connects to the Internet. In
essence. the router would send all traffic
to and from the Internet to the gateway for
approval and processing before routing the

traffic to its destination.
. The gateway could incorporate the
latest in firewall techniques to keep poten-

tial intruders at bay. The firewall options
available today aren’t complete, but at
least they're a start. The gateway also
could provide selective data encryption
for outgoing data and e-mail.

The Intemnet gateway would subiect
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1 all incoming files to a virus scan. with any

; suspect file immediately discarded. The
gateway also wouid keep a log detailing
any incidence of corrupted files, and the

i sources of those files.

, As incoming e-mail is directed to the

l gateway, all messages would be screened

! to eliminate as much junk mail as possi-

ble. One way to accomplish this is for each
user to supply a fist containing the names
of all users from whom messages are to be
accepted. If the gatewav comes across a
message from someone not on that list, it
could contact the intended recipient to
find out whether the message should be
forwarded. At that point, the user could

Now just one disc puts you in
touch with a complete library of
technology information services

Todav there’s an easy way lo get viru-
ally instant access to the information
you need to plan effectively—Datapro
on CD-ROM. Thanks to its menu-driven
software. available in both DOS and
Windows, Datapro on CD-ROM makes
it a snap to search quickly and efficient-
ly through Datapro's comprehensive
information services—by keyword, title,
subject, or table of contents entry. So
you can view multiple reports, cut and
paste between repons, or display up to
eight companson columns on screen
simultaneously.

Keep up with rapidly changing
technologies and markets—and
stay ahead of the competition

If you need quick, converuent access to
the latest informaton about products.
vendors. and technologies in the com-
puter and communications markets,
Datapro on CD-ROM can guide vou
every step of the way. And with new
discs sent automatically to vou each
month, you never have to scramble to
make sure you're up to date.

With Datapro on CD-ROMI, profes-
sionals involved in planning, purchas-
ing, implemenung, and managing infor-
mation technology stay on top of the
issues. Vendors maintain their competi-
tive edge. System Integrators, consul-
tants, and value-added resellers keep up
with rapid changes. And librarians pro-
vide their patrons with reliable, easy-to-

.- use information
iy resources.

-

Expert analyses and user experi-
ence—your best guides to mar-
kets, technologies, and products

Datapro on CD-ROM transforms your
PC into an informaton server loaded
with a comprehensive library of com-
puter and communications resources.
Topics range from managing informa-
tion technology and voice and data
communications software through
workgroup computing and multimedia.
And Datapro on CD-ROM is orga-
nized to make sure the information you
need is always at vour fingertips: » First

Looks. « User Ratings. « Technology
Concepts. » Market Overviews. » Comi-
parison Columns. « Competitive Out-
looks. « Product Reports. » Manage-

ment Reports. « News.

Datapro—an essential resource
for anyone who must evaluate,
implement, or manage computer
and communications systems

For over two decades Datapro’s un-
matched information services have
helped users, buyers, managers, and
vendors of information technology
make timely, intelligent decisions to
ensure continued growth. Today, with
its staff of over 400 specialists and more
than 100 expert analysts, Datapro has
the resources to address virtual y every
critical issue in computing and commu-
nications,

Isn’t it time to learn more about
Datapro on CD-ROM?

DATAPRO

Datapro USA, 600 Dclran Parkway,
Delran. New lersey USA 08075 Tel 800-328-2776
Fax- 609-764-2812

i Datapro tnternational, McGraw-Hilt House,

Shuppenhangers Road Mawenhead, Berkshure,
England SL6 2QU. Tel -44 (01 628 112171
Fax ods W nly 773024
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(a) accept delivery of that particular mes
sage, (b) reject delivery. or (c) rejec
delivery and tell the gateway not to for
ward any messages from that source.

A gateway also could clear up the
Internet address mess by hiding an orga
nization’s internal IP address structure
from the Internet. As it fiters afl outgoing
messages, the gateway could simply sub-
stitute an Internet-acceptable address for
each user’s internal IP address. Likewise.
user IDs on incoming messages could be
filtered by the gateway before being rout-
ed to their intended destinations. This
kind of address handling also could come
in handy when the Internet migrates to I[P
version 6 (or IPNG, for “next generation™).

JUSTONE CATCH -

The only problem with Internet gate-
ways is that right now they don't exist. A
handful of TCP/IP products offer some of
the features I've described—for instance,
the Air Series from Spry Inc. (Seattle)
includes some firewall protection and
encryption schemes. And Sun Micro-
systems Inc. (Mountain View, Calif) has
come out with Netra, the industry’s first
dedicated Internet server. The Sun box
includes Internet access software and
some firewall protection. with encryption
promised for a later date. But net man-
agers are still on their own when it comes
to implementing important functions lik
virus protection. T

I have enough faith in the free-mar-
ket economy to believe that some enter-
prising developer wili seize the opportuni-_
tytopmvideagaxewayserviceﬂmwﬂ_l i
give businesses safe and secure access to
the Internet. There's just too much intczjl
est—and too much money—out there to )
ignore. I3
Until then, though, network man-;
agers are well advised to keep end-user,
enthusiasm for the Internet in check uutﬂu
adequate firewall security and virus pro-,
tection are in place. And 2 word of advicc‘.
to the Internet faithful: Stop trying to cot-;
vince business users that the Internet st
the place to be and instead work on mak-!
ing the Intemet the place where all bust-
ness will xeed to be. W
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